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NMonutukKka npnBaTHOCTMU

Koja je cBpxa Hawe lNonntuke npnBaTtHOCTN?

Nexway SASU, kao 3BaHM4YHM pecennep, npugaje BeNUKy BaXHOCT 3alITUTU WU
NOBEpPSLUBOCTU BallMX JIMYHUX NojaTaka, Koje cmaTpamMo MnoKasaTerbeM Halle
noy3aaHoCTU U BepOAOCTOjHOCTM.

Kao TakBa, Hawa T[lonuTuka npuMBaTHOCTM fNWYHUX MoAaTaka jacHO nMoKasyje Hally
noceeheHocT ocurypawy pfa Nexway nowTyje Baxeha npaBuna O 3aWTUTUM JIMYHUX
nogataka, a Hapounto OnwTty ypeaby o 3awTntn nogataka ("GDPR").

KoHkpeTHO, Hawa [Nonutnka npuBaTHOCTM MMa 3a UMb Aa Bac ob6aBecTM O TOME Kako U1
3awTo obpahyjemo Balle NMYHe NnogaTke y OKBMPY ycryra Koje Bam Mnpy»xamo.

3a Kora je HameweHa Hawa lNonuTuka npmBaTHOCTU?

Hawa lMonutuka npmMBaTHOCTU ce npumekbyje Ha Bac, 6e3 o63npa rae xmBuTe, Nog yCrioBoOM
0a nmaTte Hajmahse 15 rognHa n KopucTuTe Halle ycnyre.

AKo cTe mnahu oa rope HaBedeHe 3aKoHCcKe Jo0u, HYje BaM 403BOSbEHO 4a KOPUCTUTE Halle
ycnyre 6e3 npeTxogHe M nspuuMTe carnacHOCTW jedHOor of Bawwux poauTerba unm nvua ca
pPOANTEIbCKMM CTapakeM, Koja HaMm Mopa Gutu nocnata nyTeM enekTpoHCKe MowTe Ha
agpecy dpo@nexway.com.

AKko cmatparte Aa YyyBamo NMYHe noaaTke o Balloj Aeuu 6e3 Baluer npuctaHka, MonMMo Bac
[la Hac KoHTaKTMpaTe Ha rope HaBedeHoj aapecu.

3awTto obpahyjemo Bawle NMYHe nNoaaTke U Ha OCHOBY
KOr npaBHOI OCHOBa?

Bawe nnyHe nogatke obpahnyjemo npeeHcTBEHO U3 criegehux pasnora:

e [la KOpUCTMTE Hawy ycrnyry u cBe HeHe yHKuMje (HNp. HapyvMBakwe OHMajH,
ynpaBrbake npernnarama ut4.) y ckrnagy ca Hawmm ycrnosuma n ogpeanbama.

e [la ynpaBrbamo KOPMCHMYKOM CrnyX6om y ckrnagy ca Hawum ycnosuma u ogpenbama
N HaWWUM NEermMTMMHUM MHTEPEeCcOoM Aa WTo eduKacHje OAroBOpMMO Ha Balle ynuTe U
»anoe.
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[a npumeryjeMo Mepe ayXKHe naxwe, YKby4vyjyhn mexaHmame naeHtundukaumje m
npoueHe pusnka, y cknagy ca HalmMm ycrnosuma u ogpeabama v Halum 3aKOHCKUM
obaBe3ama, ykrbyudyjyhu obaBese y Be3n ca 6opbom npoTmB npesapa.

[a 6ucmo nspadyHanm npuMeHrbsnBm nopes Ha aoaaty spegHoct ("MAB"), Ha ocHoBy
Halmx ycnosa v ogpeanbu n Hawmx obasesa y Be3n ca npujaBrbMBaHkem 1
nnahawewm NOB-a nopeckum opraHmma.

[a 6ucte Bpwnnu oHnajH nnahawa Ha OCHOBY HaLlMX ycrioBa u ogpenduv npoaaje.

[a 6ucTte npumanu Halle TeXHUYKE 1 TpaHcakunjcke nvejnose (HNp. NnoTepaa
HapyLIbvHe UTA.) Ha OCHOBY HalLer NermMTUMHOr MHTepeca aa obesbeammo
0e36eHOCT HaWmX ycnyra u 4OCTaBMMO BaM MHpopmaLmje HEONXOAHE 3a NPaBUITHO
YyHKLUMOHUCaHE YCryre.

[a 6ucte mornu ga npeysmeTe n yBe3ete JOKYMEHTE Ha OCHOBY HalUMX yCroBa u
oapenbw.

[a rapaHTtyjemo 1 yHanpegumo 6e36eQHOCT 1 KBanuTeT HaLIKUX ycriyra Ha OHEBHO)
OCHOBM (HNp. cTaTUCTUKa, 6e36eaHOCT NnogaTtaka UT4.) y Cknagy ca Halimm
3aKOHCKMM obaBe3ama, HawmM ycnosuma v ogpeadama v Halnm NerMTUMHUM
MHTepecoM a 06e36eaMMO MCNpaBHO PYHKLMOHUCaHE HaLLMX yCcnyra.

Bawn nogaum ce npukynrbajy OMPEKTHO Of Bac Kada KOpUCTUTE Halle ycnyre, u
obaBesyjemo ce fa hemo obpahusaTtu Balle nogaTke caMmo y CBpXe onucaHe U3Hag.

Koje nnyHe nogaTtke obpahyjemo n Konuko ayro?

Y HacTaBKy CMO Caxenu karteropvje nMYHMX nogartaka M wuxoBe ofroBapajyhe pokose
yyBakba:

NyHn nogaum 3a naeHTUdMKauujy (HNp. NnpesrmMe, MMe, UTA.) M KOHTaKT nogaum
(HNp. agpeca eneKkTPOHCKe nowiTe, NoLTaHCcKa agpeca) YyBajy ce TOKOM Lenor
Tpajarsa npyxaksa ycnyre, nnyc 3aKOHCKU POKOBU 3a 3acTapy, Koju Cy yrraBHOM neT
roguHa.

lMogauwm koju ce ogHOCce Ha TpaHcakumje 1 nnahawa (Hnp. 6poj GaHKOBHOr padyHa,
Kog 3a Bepudumkaumjy, [oka3 0 KynoBuHW, nogaum o paktypama, nogaum o Kowapuum
nTA.) YyBajy ce OOK He Oyae 3aBpLUeHO obaBrbake TpaHCcaKumje 1 yrpaBibarkbe
dakTypuncawem n nnahamunma, NnNyc 3akOHCKM POKOBYU 3a 3acTapy, Koju cy 0b1yHo
nameny 5 n 10 roguHa.

Anpeca e-nowite koja ce KOPUCTK 3a NPUMaHe HaLMX TEXHUYKMUX U TpaHCaKLIMjCKUX
nopyka 4YyBa ce 40 TpeHyTka 6pucana Baluer Hanora.
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e [logaum o npujaBrbuBamy Koju ce kopucte y 6e3beaHocHe cepxe (Hnp. noroeu, UM
agpeca uta.) YyBajy ce y nepuogy oa 1 roguHe.

e U agpeca ce 4yBa Hajayxe 72 cata n 6puvle ce HaKOH NpoBepe Balle
nokauumje.JInyHa kapTa/nacoLl n Aokas 0 agpecu KOpUcTe ce y poKy HEONXOAHOM 3a
npoBepy Baller mecta npebmeanuita n 6puLly ce HakoH NpoBepe.

Kaga wcTekHy npuMeHsMBU POKOBU 4yBaha, Opucame BalMx JUYHMX MojaTaka je
HemnoBpaTHO WM HAKOH Tor nepuoda Hehemo Mohu ga Bam WX AocTaBumo. Y Hajsulle
criyyajeBMMa MOXEMO 3a[pXKaTh CaMo aHOHMMHE noaaTtke Y CTaTUCTUYKE CBPXe.

NmajTe y BMOY M Ja cMo y crydyajy criopa obGaBesaHu fa cavyyBaMoO CBe MnogaTtke Koju ce
OfiHOCE Ha Bac TOKOM LIenor Tpajaksa MOCTYMKa, Yak M HAaKoH UCTeka rope onmcaHmx poKoBa
yyBatba.

Koja npaBa mmaTe ga KOHTpOsfULLUEeTEe KakKO ce Kopucrte
Ballu NMUYHM nogauun?

Y cknagy ca Baxehum nponucuma O 3alTUTWU nogartaka, umaTte ogpeheHa npasa
Koja moxeTte y 6uno Kom TpeHyTKy 6ecnnaTtHO OCTBapuTKU Kako BrucTte KOHTponucanm
Ha4MH Ha KOju KOPUCTUMO Balle nogaTke.

e [lpaBo Ha npuctyn n gobuvjawe Konuje BalMX NUYHMX NogaTaka, nog ycrioBoM Aa
TakaB 3axTeB HWje Yy CYnpOTHOCTM ca MNOCMOBHUM TajHama, noseprbueowhy mnm
TajHowhy npenucke.

L] I'IpaBo Oa ce ucnpase nn4Hn nogaun ako Cy HeTa4dHu, 3actapenn nnnm HenoTnyHu.

e [IpaBo Ha npuroBop Ha 06pady Bawwmx NNYHMX MNogaTaka kaga ce TakeBa obpaga
3aCHMBa Ha HalMM NEerMTUMHUM UHTEpecuMa, OCUM ako He NOCToje NEerMTUMHU U
ybenbnBn pasnosn Koju onpaBgaBajy TakBy obpagy M Koju npeBasvnase Balle
NHTepece, Npasa n cnobopge.

e [lpaBo ga 3aTpaxute Opucare ("NpaBo Ha 3abopaB") BaWMX NIMYHUX NodaTaka Koju
HWUCY Of CYLUTUHCKOTr 3Ha4aja 3a NpaBuUHO PYHKLUMOHMUCAHE HALLNX ycnyra.

e [lpaBo Ha orpaHuyerwe obpage BalwMx NUYHMX nogaTtaka, koje Bam omoryhaea ga
npatute ynoTpeby BalmMX nogataka Yy Ccryyajy cropa y Be3u ca 3aKOHUTOLLRy
obpage.

e [lpaBo Ha NpeHOCUBOCT NoJaraka, Koje Bam omoryhasa ga npuctynute HeKUM of
BaLLMX NIMYHUX NofaTaka Kako bucTe nx MOrnu nako cavysaTu Unv NPeHeTn 13 jeqHor
NHOPMaLMOHOr cucTema y opyru.
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e [lpaBo Aa pgaTte ynyTcTBa O NOCTyMaky ca BallUMM nodauuma y criyyajy Balle cMpTi,
61nNo AMPEKTHO of CcTpaHe Bac, NpPeko noysaaHe Tpehe cTpaHe Unu Npeko
KOPWCHUKa.

[Na 6u 3axteB 610 y3eT y pasmaTparbe, HEONXO4HO je Aa ra nolwarbete AMPEKTHO BU UMK
BaLl 3aCTYMNHWUK Ha agpecy dpo@nexway.com.

3axTeBe He MOXe MOOHETM HUKO APYrM OCUM Bac UM Bawler 3acTtynHuka. Ctora MoXemo
3aTpaXuTun of Bac Aa AOCTaBUTE A0Ka3 O MOAEHTUTETY YKOMNUKO MOCTOjM BOMMO KakeBa Cymma y
BE3N Ca MOEHTUTETOM Nuua Koje NMOAHOCKM 3axTeB, Kao M 4oKa3 O BalwleM oBnawhewy aa
aenyjete y ume Tor nuua.OgroBopyhemo Ha Bawl 3axTeB y Hajkpahem poky, y poKy oA
HajBULLe jeOoHOr Mecela oA npujemMa, OCUM ako 3axTeB HUje TEXHWYKM CINOXEH UMN ako
NCTOBPEMEHO NPUMKMMO BENUKM Opoj 3axTeBa. Y TakBUM CrlydajeBnuMa, poK 3a 04roBop MOXe
ountn no Tpn meceua.

Mmajte y Buagy ga mMoxemo ogbuTu ga OfroBopymo Ha OMMo KakBe npetepaHe unum
HeoCHOBaHe 3axTeBe, NocebHO ako cy No Npupoau NoHasrbajyhu.

Ko moxe ga npuctynu BawuMm NIMMHUM nogauuma?

Bawe nuyHe nogaTke o6pafyjy HawyM TUMOBM W HaWM TEXHWYKM MpyXaouu ycnyra
UCKIbYYMBO Yy CBPXY (OYHKLMOHMCaHa Halle ycnyre, kao M usgaBad Mnu npogasal Koju
ynpaerba OHMajH NpoAaBHULIOM, Kako 61 BaM MCMOPYYMNN NPOU3BOL KOju CTe KynuIn.

Xenenu 6ucmo fa uctakHeMo fa NpoBepaBaMo CBe Halle Mpy)Kaole TEXHUYKMX ycryra npe
aHraxxoBatba Kako GMCMO ocurypanu ga ce OHW CTpOoro npuapkaeajy Baehux npasuna o
3aWTUTU NMYHUX NogaTaka.

Mopen Tora, rapaHTyjemMo Aa Hukada He MPeHOCUMMO HUTK Npofajemo Balle nogaTtke Tpehum
cTpaHama unv NocrnoBHUM NapTHepPUMa.

Mory nu BawuM nuM4YHM nopaum OWUTU npeHeTU BaH
EBponcke yHunje?

JInunmn nogaum koje obpahyjy Hawe ycnyre XocTyjy Ce UCKIbYYMBO Y HalIMM npocTtopujama y
okBupy EBporicke yHuje.

Mopen Tora, YUHUMO CBe LUTO je Y Hawoj MOhM Aa KOPUCTMMO UCKIbYYMBO TEXHMYKE anaTe
4ynjn ce cepsepu Takohe Hanase y EBponckoj yHuju. MefyTum, ako TO Huje cry4yaj, BOgMMO
Benuky Opury na obGesbene oprosapajyhe 3awTtmtHe Mepe noTpebHe 3a rapaHToBaH-e
NOBEPSBMBOCTU U 3aLUTUTE BalUMX NINYHMX NogaTaka.

Kako wTutTuMoO Balle Nn4He nogaTtke?
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CnpoBohere cnegehmx TEXHUYKMX M OpraHM3aLMoHMX Mepa omoryhaBa HaM CBaKOOHEBHY
3aWTUTY BalMX NNUYHMX NodaTaka, a HapouMTO CrpeYyaBare pusmka of YHULLTEHa, rybuTka,
N3MeHe UM oTKpuBatsa.

TexHU4YKe 6e36egHOCHe Mepe:

e llndposare 6a3e nogataka "KOpUCHMKA" Yy MUPOBaHLY U NpU MPEHOCY

e HTTPS npotokon

e be3begHocHM ayguTu, yKibydyjyhn TecToBe pamMBOCTM W MEHeTpauuje, Koju ce
cnpoBoge y pe4oBHUM MHTEpBaNuMMa
EBngeHuuja npuctyna
AHTMBMPYC 1 3alLITUTHY 3n4 Ha ypehajuma Tuma Nexway
KomnnekcHe nosumHke Ha ypehajuma Tuma NexwayllosnHke Ha ypehajuma Tuma
Nexway 4ecTo ce Mekajy
VPN 3a tumoBe Nexway
Adynnupare 6a3e nogataka KOpUCHMKA Ha pe3epBHUM cepBepuMa
PCI DSS ceptudukaumja

OpraHunsaumnoHe 6e36egHOCHe Mepe:

Anapm

NaoeHTudurkaumoHe kaptuue 3a npucTyn

3akrby4yaHe KaHuenapuje

Moserba nHpopmaLmoHnx cuctema

MonuTuka ynpasrbara npasnma Npuctyna n o3nHkama
Monutnka 6e3benHOCTM MHPOPMALIMOHUX cucTEMa
Mpouenypa ynpaBrbaka NoBpeanMa nogataka
Mpoueaypa ynpaerbaka NnpaBnma cybjekta nogataka
YHyTpaLlukyM nponmcu

ETnykm kogekc

O6yka n nogmsare cBeCcTn ocobrba ABa nyTa roaulihe

Oda nn kopuctumo kKonaudyuhe Kapa KOpuUCTUTE Halle
ycnyre?

MapaHTyjemo pOa y paay Hawe ycnyre He KOPUCTUMO HUjegHy peknamy wnu
CTaTUCTUYKY Konauuh.

Kopuctumo camo TexHuyke Konaduhe Koju Cy HEeOnxOA4HW 3a MNpaBUiHO (PYHKUMOHUCaH-e
Halle ycnyre; NpenopyyyjemMo aa nx He 6puwleTe u ga He 3axTeBajy 6aHep 3a konadunhe.

MehyTum, ako 1 parbe xenute ga ocrnopuTe HUXoBY ynotpeby, MoxeTe Aa npunarogure
nofdelaBsarwa CBOr nperrnegada nparehu ynytctBa y Hactaeky: Chrome, Microsoft Edge,
Safari, Firefox n Opera.
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Kora moxeTe ga KOHTakTupare 3a Buwle MHchopmaumja o
TOMe KaKo ce KOpucTe Ballu IMYHU noaaumn?

[a 6ucmo 06e3beamnum Hajbosrby Moryhy 3alUTUTY U UHTErpUTET BalLMX Nogataka, 3BaHU4HO
CMO WMEHOBaNM HesaBUCHOr crniyxbeHvka 3a 3awTtuty nogartaka ("DPO") koju je
perncTpoBaH Kog Haller Haa30pHor Tena.

MoxeTe KOHTakTMpaTuM Hawer crykbeHuka 3a 3awTuTy nogartaka y Ouno KOM TPEHYTKY,
fecnnatHo, Ha agpecy dpo@nexway.com kako 6ucte gobunu gogatHe nHdopmMaumje unm
Aetarbe 0 ToMe Kako obpafyjemo Balle nogaTke.

Kako moxeTte aa koHTaktuparte CNIL?

MoxeTe y 6uno Kom TpeHyTKy KoHTakTupaTn "Commission nationale de l'informatique et des
libertés" (CNIL) kopuctehn cnegehe koHTakT nogatke: Ogerbewe 3a xanbe CNIL, 3 place
de Fontenoy — TSA 80751, 75334 Paris Cedex 07, nnu tenecgoHom Ha +33 1 53 73 22 22.

Moxxe nu ce nonutuka nPUBATHOCTU U3MEHUTU?

MoxemMo M3MeHUTW Hawy [MonuTUKy npuBaTHOCTM y GUNO KOM TpPEeHyTKy kako 6ucmo je
yCKnagunun ca HOBUM 3aKOHCKUM 3axTeBMMa M CBMM HOBUM akTMBHOCTMMa obpaje nogataka
koje 6ucMo mornu cnposecty y 6yayhHocTu.

OBaj OoKyMeHT je npeBegeH nomohy codpTBepa 3a npesohewe. Y cry4vajy Guno KakBux
rpewsaka n/vnm HegocneaHocTn, ppaHuycka Bepanja he buTn mepogaBHa.
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